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Elementary features of Proxy Server

Proxy server supports the GET method to serve clients requests and then connects to re-
quested host and responds with host data.

It can handle requests from both protocols HTTP/1.1 and HTTP/1.0.
Multiple clients can connect and make request to it at the same time.

Server perfectly provides appropriate Status-code and Response-Phrase values in response to
errors or incorrect requests from client.

Server is designed such that it can run continuously until an unrecoverable error occurs.

The whole code is developed only in C language using its various libraries and string parsing
library.



Design Choices

The code is written in imperative manner which uses a string parsing library.

In contrast to Apache server which has fixed buffer size of SKB, buffer size of my proxy server
is fixed to 4KB for handling requests from client.

Proxy server blocks after the connection from client is established until it gets double carriage
return in the request made.

Proxy server forks one new child process to handle a single GET request from the client.

Proxy server uses the same 4KB buffer for storing the data from requested host and send to
the client.

Proxy server ensures two headers- Host and Connection: Close must be sent to the requested
host.

Test Procedure

Testing has been done on the VM provided and as well as on the Ubuntu 14.04 machine. Mozilla
Firefox is used as a client which is on the same machine and as well as on different machines in the
same network. Moreover it has been tested using telnet and curl as well.

Server smoothly handled all the requests made by client during testing and provided the correct
responses from requested host.

Example Domain &

€ example.com wBe 9 ¥ a9 =

Example Domain

This domain Is o be used for ‘examples In You

may use this domalin In examples without prior coordination or askina for nermission
® o val i K

More Information... ivaibhav@SteinsGate:~/Desktop/425-Projec ./proxy 5100
5100

/425.

o

Configure Proxies to Access the Internet 1 127.0.0.1

No proxy
Auto-detect proxy settings For this network
Use system proxy settings

O Manual proxy configuration:

HTTP Proxy. | localhost Port: 5100+
: 127.0.0.1
I Use this proxy server for all protocols

34618 and ip address: 127.0.0.1

child 1 Created with PID = 5495

Figure 1: HTTP request from firefox to proxy server



J & CS building9jpg(J... = +

€ princeton.edu

x 0

Configure Proxies to Access the Internet
MNo proxy
Auto-detect proxy settings for this network
Use system proxy settings
© Manual proxy conflguration:
localhost

HTTP Proxy: Port:

Use this proxy server for all protocols

5100/%

“ wBE 9 3 A/ e

#® - 0 vaibhav@steinsGate: ~/Desktop/425-Prao

invalid request line, method not 'GET': CONNH
parse failed

Client disconnected!

Child 29 closed

Figure 2: Image request from client

@ Princeton SNSGrou... % | +

princeton.edu

Status
304
200
304
304
304
304
304
304
304

Home News

Projects

Home

W
o o
=1

This is the home page g
Computer Science Depg
Self-Managing, Service-
search.

WM W W w
S e © o o
2 S B B B

Projects

- & FF P ®FPFPFPF P

u [N
=3 ©
=) ~

m Consistency in Geo-renli-

Method
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

B Sarvices an Untrusted

% - 0 Network - Princeton SNS Group | {Scalable, Secure, Self-Organizing, Software-Defined, [} Network Systems
O3 3 Inspector Console @ Debugger {} StyleEd... & Perfor...
o HTML €SS JS XHR Fonts Images Media Flash WS Other @ 25 requests, 488.72 KB, 2.56 s

File
wp-emoji-release.r
devicepx-jetpack js
gprofiles.jstver=20"

wpgroho.jstver=4.5

masonry.min.jsavers
jquery.masonry.mir
functions.jsPver=20
twitter-timeline. js?
wp-embed.min js?y
2-201635.s
count.js

|1 diamond.png
Q search-icon.png
widgets.js

.L', g.qgifPv=ext&j=1:
heovercard.c

C T8 9 3 A/ @

A

B-8 B &80

Cookies Params Respaonse

Request URL: https://platform. twitter . con/js/timeline. Oe3df5920a60596ace3c16hot
Request method: GET

Remote address: 127.0.0.1:5100

Status code: 4 500 Internal Server Error
Version: HTTP/1.1

Request header
Host: "platform.

00101 Firg

Accept:
Accept-Language: "en-
Accept-Encoding
Referer: "http
Cookie:
Connection: "keep

B Wide-Area Data Analutics

Figure 3: 500:Internal server error response for HI'TPS request



Summary

Proxy Server successfully handles all GET requests made by client and create new child processes
for each new request. Supports both protocols- HI'TP 1.1 and 1.0. Server sends appropriate status
code and response phrase message depending upon the type of error and request.

However, some test cases in python testing scripts which are checking the proxy response and
direct response line by line due to which they were not able to passed. Line by line check is not
reliable as some headers like Age, Date, Keep-alive header contains a max field whose values change
with each new request.

Also I was facing some issue with http://example.com/ website which is taking too much time
to get data from python script. Then after editing the script such that it makes only direct request
to example.com, then I realized it was the issue of the script itself and not my proxy server.

In python_test.py script, my proxy server passed 3/4 or sometimes 4/4 test cases whereas, in
python_test_conc.py script, my server passed 11/12 when I removed the website example.com from
its urls array as it was taking too much time to respond.
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Appendix

Source Code

#include ”proxy_parse.h”

#include <stdio.h>
#include <stdlib .h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet .h>
#include <unistd .h>
#include <fecntl.h>
#include <time.h>
#include <sys/wait.h>
#include <errno.h>

#define MAXBYTES 4096
#define MAX CLIENTS 400

int port = 5100; // Default Port
int socketld; // Server Socket ID
pid-t client_PID [MAX CLIENTS]; // PID of connected clients

int sendErrorMessage(int socket, int status_code)
{

char str[1024];

char currentTime [50];

time_t now = time (0);

struct tm data = xgmtime(&now) ;
strftime (currentTime , sizeof (currentTime) ,"%a, %d %b %Y YH:%M:%S %Z” , &data);

switch (status_code)
{
case 400: snprintf(str, sizeof(str), "HITP/1.1 400 Bad Request\r\nContent—

Length: 95\r\nConnection: keep—alive\r\nContent—Type: text/html\r\nDate: %s\r\
nServer: VaibhavN /14785\ r\n\ r\n<HITMI><HEAD><TITLE>400 Bad Request </TITLE></HEAD
>\n<BODY><H1>400 Bad Rgeuest </H1>\n</BODY></HIMD>" , currentTime) ;

printf (7400 Bad Request\n”);

send (socket , str, strlen(str), 0);

break ;

case 403: snprintf(str, sizeof(str), "HITP/1.1 403 Forbidden\r\nContent—Length

112\r\nContent—Type: text/html\r\nConnection: keep—alive\r\nDate: %s\r\nServer

VaibhavN /14785\ r\n\ r \n<HIMI><HEAD><TITLE>403 Forbidden </TITLE></HEAD>\n<BODY><
H1>403 Forbidden</Hl><br>Permission Denied\n</BODY></HIMDL>" , currentTime) ;
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printf (7403 Forbidden\n”);
send (socket , str, strlen(str), 0);
break ;

case 404: snprintf(str, sizeof(str), "HITP/1.1 404 Not Found\r\nContent—Length
91\r\nContent—Type: text/html\r\nConnection: keep—alive\r\nDate: %s\r\nServer:
VaibhavN /14785\ r\n\ r \n<HITMI><HEAD><TITLE>404 Not Found</TITLE></HEAD>\n<BODY><
H1>404 Not Found</H1>\n</BODY></HTMI>”" , currentTime) ;
printf (7404 Not Found\n”);
send (socket , str, strlen(str), 0);
break ;

case 500: snprintf(str, sizeof(str), "HITP/1.1 500 Internal Server Error\r)\

nContent—Length: 115\r\nConnection: keep—alive\r\nContent—Type: text/html\r\
nDate: %s\r\nServer: VaibhavN /14785\r\n\r\n<HIMI><HEAD><TITLE>500 Internal
Server Error </TITLE></HEAD>\n<BODY><H1>500 Internal Server Error</H1>\n</BODY></
HTMD>" |, currentTime) ;

//printf(”500 Internal Server Error\n”);

send (socket , str, strlen(str), 0);

break ;

case 501: snprintf(str, sizeof(str), "HTTP/1.1 501 Not Implemented\r\nContent—
Length: 103\r\nConnection: keep—alive\r\nContent—Type: text/html\r\nDate: %s\r\
nServer: VaibhavN /14785\ r\n\ r\n<HIMI><HEAD><TITLE>404 Not Implemented </TITLE></
HEAD>\n<BODY><H1>501 Not Implemented</H1>\n</BODY></HIMD>" , currentTime) ;
printf (7501 Not Implemented\n”);
send (socket , str, strlen(str), 0);
break ;

case 505: snprintf(str, sizeof(str), "HITP/1.1 505 HITP Version Not Supported)

r\nContent—Length: 125\r\nConnection: keep—alive\r\nContent—Type: text/html\r\
nDate: %s\r\nServer: VaibhavN /14785\r\n\r\n<HIMI><HEAD><TITLE>505 HTTP Version
Not Supported </TITLE></HEAD>\n<BODY><H1>505 HITP Version Not Supported </H1>\n</
BODY></HTIMI>" , currentTime) ;

printf(”505 HITTP Version Not Supported\n”);

send (socket , str, strlen(str), 0);

break ;

default: return -—1;

return 1;

int connectRemoteServer(char*x host_addr, int port_num)

// Creating Socket for remote server

int remoteSocket = socket (AFINET, SOCKSTREAM, 0);

if ( remoteSocket < 0)
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{

printf(”Error in Creating Socket.\n”);
return —1;

}

// Get host by the name or ip address provided

struct hostent xhost = gethostbyname (host_addr);
if (host = NULL)
{
fprintf(stderr, "No such host exists.\n”);
return —1;

}

// inserts ip address and port number of host in struct ‘server_addr
struct sockaddr_in server_addr;

‘

bzero ((charx)&server_addr , sizeof(server_addr));
server_addr.sin_family = AF_INET;
server_addr.sin_port = htons(port_-num) ;

becopy ((char *)host—>h_addr ,(char *)&server_addr.sin_addr.s_addr ,host—>h_length);

// Connect to Remote server

if ( connect(remoteSocket, (struct sockaddrx)&server_addr, (socklen_t)sizeof(
server_addr)) < 0 )

{

fprintf(stderr, ”Error in connecting !\n”);
return —1;

}

return remoteSocket ;

int handleGETrequest(int clientSocket , ParsedRequest xrequest, char xbuf)

strepy (buf, "GET 7);
strcat (buf, request—>path);
strcat (buf, 7 7);
strcat (buf, request—>version):;
strcat (buf, "\r\n”);
size_t len = strlen (buf);
if (ParsedHeader_set(request, ”Connection”, 7close”) < 0){
printf(”set header key not work\n”);
//return —1; // If this happens Still try to send request

without header

}

if (ParsedHeader_get (request , ”"Host”) = NULL)



if (ParsedHeader _set (request , "Host” , request—>host) < 0){
printf(”Set \”Host\” header key not working\n”);
}

}

if (ParsedRequest_unparse_headers(request, buf + len, (size_t )MAXBYTES — len) <
0) {

printf(”unparse failed\n”);

//return —1; // If this happens Still try to send request
without header

}

int server_port = 80; // Default Remote Server Port
if (request—>port != NULL)

server_port = atoi(request—>port);
int remoteSocketID = connectRemoteServer (request—>host, server_port);

if (remoteSocketID < 0)
return —1;

int bytes_send = send(remoteSocketID , buf, strlen (buf), 0);

bzero (buf, MAXBYTES) ;

bytes_send = recv (remoteSocketID , buf, MAXBYTES-1, 0);

while (bytes_send > 0)

: bytes_send = send(clientSocket , buf, bytes_send, 0);
%f(bytes_send < 0)

perror ("Error in sending data to client socket.\n”);
break ;

}
bzero (buf, MAXBYTES) ;

bytes_send = recv (remoteSocketID , buf, MAXBYTES—1, 0);
}
printf(”Done\n”);
bzero (buf, MAXBYTES) ;
close (remoteSocketID) ;

return 0;



190 int checkHTTPversion(char smsg)

191 {

192 int version = —1;

193

104 if (strncmp (msg, "HTTP/1.17, 8) = 0)

195 {

196 version = 1;

197 }

198 else if (strncmp(msg, "HTTP/1.0”, 8) = 0)
199 {

200 version = 1; // Handling this similar to version 1.1
201 }

202 else

203 version = —1;

204

205 return version;

206 }

210 int requestType(char xmsg)

211 {

212 int type = —1;

213

214 if (strncmp (msg, "GET\0” ,4) — 0)

215 type = 1;

216 else if(strncmp(msg, "POST\0” ,5) = 0)

217 type = 2;

218 else if (strncmp (msg, "HEAD\0” ,5) = 0)

219 type = 3;

220 else

221 type = —1;

222

223 return type;

224 }

225

226

227

228 void respondClient (int socket)

229 {

230

231 int bytes_send, len; // Bytes Transferred

232

233

234 char xbuffer = (charx*)calloc (MAXBYTES, sizeof (char)); // Creating buffer of
4kb for a client

235

236 //bzero (buffer , MAXBYTES) ; // Make buffer zero

237

238 bytes_send = recv (socket, buffer , MAXBYTES, 0); // Receive Request

239

240 while (bytes_send > 0)

241 {



242 len = strlen (buffer);

243 if (strstr (buffer, ”\r\n\r\n”) == NULL)

244

245 //printf(” Carriage Return Not found!\n”);

246 bytes_send = recv(socket, buffer + len, MAXBYTES — len, 0);
247

248 else{

break ;

©

3

}
}

0

if (bytes_send > 0)

55 //printf("%s\n”,buffer);

-

-

256 len = strlen (buffer);

257

258 //Create a ParsedRequest to use. This ParsedRequest

259 //is dynamically allocated.

260 ParsedRequest #req = ParsedRequest_create () ;

261

262 if (ParsedRequest_parse(req, buffer, len) < 0)

263 {

264 sendErrorMessage (socket , 500); // 500 internal error

265 printf(” parse failed\n”);

266 }

267 else

268 {

269

270 bzero (buffer , MAXBYTES) ;

271

272 int type = requestType(req—>method) ;

273

274 if (type = 1) // GET Request

276 if ( req—host && req—>path && (checkHTTPversion(req—>version) =— 1) )

277

278 bytes_send = handleGETrequest(socket , req, buffer); // Handle GET
request

279 if (bytes_send =— —1)

280

281 sendErrorMessage (socket , 500);

282 }
283 }

284

285 else

286 sendErrorMessage (socket , 500); // 500 Internal Error
28

288 }

289 else if (type = 2) // POST Request
290 {

201 printf ("POST: Not implemented\n”);

292 sendErrorMessage (socket , 500);

293 }

204 else if (type = 3) // HEAD Request

10



295 {

206 printf (”"HEAD: Not implemented\n”);

207 sendErrorMessage (socket , 500);

298 }

299 else // Unknown Method Request
300

301 printf (”Unknown Method: Not implemented\n”);

302 sendErrorMessage (socket , 500);

303 }

304

305

306 }

307

308 ParsedRequest_destroy (req);

309

310 }

311

312 if ( bytes_send < 0)

313 {

314 perror ("Error in receiving from client.\n”);
315 }

316 else if(bytes_send = 0)

317 {

318 printf(” Client disconnected!\n”);
319 }

320

321 shutdown (socket , SHUT RDWR) ;

322 close (socket) ; // Close socket
323 free (buffer);

324 return ;

325 }

326

327

328

s20 int findAvailableChild (int i)
330 {

331 int j = 1;

332 pid_t ret_pid;

333 int child_state;

334

335 do

336 {

337 if (client PID[j] = 0)

338 return j;

339 elllsle

340 {

341 ret_pid = waitpid(client_PID[j], &child_state , WNOHANG) ; // Finds status
change of pid

342

343 if (ret_.pid = client_PID[j]) // Child exited

344

345 client _PID[j] = 0;

346 return j;

347 }

11
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else if(ret_pid = 0)

{
}

else
perror ("Error in waitpid call\n”);

)

}
i = (j+1)%MAX CLIENTS;
}

while (j = i);

return —1;

int main(int argc, char x argv[]) {

int newSocket, client_len ;

struct sockaddr_in server_addr , client_addr;

bzero (client _PID , MAX CLIENTS) ;

// Fetching Arguments

// Child is

still

running

int params = 1;

if (arge = 2)

{
}

else

{

port = atoi(argv[params]) ;

printf (”Wrong Arguments! Usage: %s <port—number>\n", argv[0]);

exit (1);

}

printf(”Setting Proxy Server Port : %d\n”, port);

// Creating socket

socketIld = socket (AFINET, SOCKSTREAM, 0);
if ( socketld < 0)
perror (”Error in Creating Socket.\n”);

exit (1) ;

}

12



398 int reuse =1;

399 if (setsockopt (socketld, SOLSOCKET, SOREUSEADDR, (const chars*)&reuse, sizeof(
reuse)) < 0)

400 perror (”setsockopt (SOREUSEADDR) failed\n”);

401

402 //

403

404 // Binding socket with given port number and server is set to connect with any
ip address

405

406 bzero ((charx)&server_addr , sizeof(server_addr));

107 server_addr.sin_family = AF_INET;

408 server_addr.sin_port = htons(port);

409 server_addr.sin_addr.s_addr = INADDR.ANY;

410

411 if ( bind(socketId, (struct sockaddrx*)&server_addr, sizeof(server_addr)) < 0 )

412 {

413 perror (" Binding Error : Port may not be free. Try Using diffrent port number.\
n??).

414 exit (1) ;

415 }
416
417 printf (”Binding successful on port: %d\n” ,port);

418

419 //

420

421 // Listening for connections and accept upto MAX CLIENTS in queue
422

423 int status = listen (socketId , MAX_CLIENTS) ;
424

425 if (status < 0 )

426

427 perror ("Error in Listening !\n”);

428 exit (1);

429 }

430

431 //

432

433 // Infinite Loop for accepting connections

434

435 int i=0;

436 int ret;

437

438 while (1)

439

440 //printf(” Listening for a client to connect!\n”);

13
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bzero ((char«)&client_addr , sizeof(client_addr)); // Clears struct
client_addr
client_len = sizeof(client_addr);

newSocket = accept(socketld, (struct sockaddrx*)&client_addr ,(socklen_tx)&
client_len); // Accepts connection
if (newSocket < 0)

fprintf(stderr, ?Error in Accepting connection !\n”);

exit (1);

}

// Getting IP address and port number of client

struct sockaddr_inx client_pt = (struct sockaddr_inx*)&client_addr ;
struct in_addr ip_addr = client_pt—>sin_addr;
char str [INET_ADDRSTRLEN] ; // INET_ADDRSTRLEN: Default ip

address size

inet_ntop ( AFINET, &ip_addr, str, INET_ADDRSTRLEN ) ;

printf(”New Client connected with port no.: %d and ip address: %s \n” ,ntohs(
client_addr.sin_port), str);

//

// Forks new client
i = findAvailableChild (i);
if(i>= 0 && i < MAX.CLIENTS)

{
ret = fork();

if (ret = 0) // Create child process
respondClient (newSocket ) ;
exit (0); // Child exits
}
else
{
printf(” \nChild %d Created with PID
= %d\n \n”, i,ret);

client _PID[i] = ret;

i = 0;
close (newSocket) ;
printf(”No more Client can connect!\n”);

}
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// And goes back to listen again for another client
close (socketId); // Close socket

return 0;

}

Listing 1: Concurrent HTTP Proxy Server

PS: The code really looks better than this in sublime text editor on full screen.
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