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Elementary features of Server

Server supports the GET method to retrieve files from it.
It can handle requests from both protocols HTTP/1.1 and HTTP/1.0 .
Multiple clients can connect and make request to it at the same time.

Server perfectly provides appropriate Status-code and Response-Phrase values in response to
errors or incorrect requests from client.

Server makes persistent connections with clients upto certain extent i.e. once the connection
is established between server and client, server then starts handling requests from it using
same connection and process until client closes the connection.

Server is designed such that it can run continuously until an unrecoverable error occurs.
Server has functionalities of setting port and root directory from command line.

The whole code is developed only in C language using its various libraries.



Additional Features

Date and Server fields in the Response message Header

Server sends the current date and time in the same format as defined by the "RFC 7231 Date/Time
Formats” in the Date field along with the name of the server in Server field of response message
header.

Current date and time is fetched using time and gmtime functions defined in time.h library and the
correct format is produced by the strftime function.

< host
404 Not Found

Figure 1: Listing all Hyperlinked files in directory images/

HyperLinked Directory

Server is capable of sending the files and folders in hyper-linked format when requested resource is
directory. All the files are listed when the client sends the GET request with the path of a directory
in its URIL.

To achieve this objective dirent.h library is used, which provides opendir, readdir and closedir
functions to get all the files present in the directory requested. Then the each file name is sent
inside the HTML code as a message to client so that it can be listed in the hyperlink format.
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Figure 2: Listing all Hyperlinked files in directory images/



Test Procedure

Testing has been done on the VM provided and as well as on the Ubuntu 14.04 machine. Browsers
like Mozilla Firefox, Chrome, Internet Explorer and Microsoft Edge are used as a clients in which
some of them are on same machine (as a localhost) and some on different machines in the same

network.

Server smoothly handled all the requests made by client during testing and provided the correct

responses as expected.
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Testing Functionality x>

Do the following to test the functionality of your server. v Method File Domain
o GET / localhost:5100
1. You should be able to load this page using either of the following URLs:
o hitp://hostnamefindex. html © GET badfile.aif localhost:5100

o http://hostnamef raat@mlnlnet vm: home cse425user/Desktop/csa25-projects/HTTP_SERVER

Fill in hostname as appropriate. If you are running your server and thii
host, then you can use localhost as the hostname. nt to connect!
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After loading this page, your browser will retrieve the embedded imagj tal byt:s 209

There are a number of embedded images and your browser should op &4 with port no.: 48527 and ip address: 127.6.6.1
- to simultaneously retrieve image files. S
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The following three links should all load this page: index.html, /indefs
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The following link should load another HTML page: page.html.
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The f\)]lowmg link should load a JPEG file (which happens to be NEB 4
neb005.jpg.

The following link should load a GIF file: thm001.gif.
The following link should load a PDF file: pdf_sample.pdf.
The following link should load a text file: text_sample. txt.
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images directory: images directory listing. If you provide a hyperlm 11 closed
on each file name should load the image. Client disconnected!

Figure 5: Child created for client and Bytes sent by server for each request

Summary

Server successfully handles all GET requests made by client and create new child processes for each
client. Lists all hyperlinked files in directory as requested. Supports both protocols- HT'TP 1.1 and
1.0. Server sends appropriate status code and response phrase message depending upon the type
of error and request.

The only problem occurs is in achieving persistent connections. Server is capable of maintaining the
persistency, but only by using 5-6 child processes for a client when several GET requests are made
at the same time by the same client. But if GET requests are fewer then it maintains persistent
connection with the client using only one child process.
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Appendix

Source Code

#include <stdio.h>
#include <stdlib .h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/stat.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet .h>
#include <unistd.h>
#include <fcntl.h>
#include <sys/sendfile .h>
#include <time.h>
#include <sys/wait.h>
#include <dirent.h>
#include <errno.h>

#define MAXBYTES 4096
#define MAX CLIENTS 1000

int port = 5100; // Default Port

int socketld; // Server Socket ID

char xbase_directory ; // Base directory of server
pid-t client_PID [MAX CLIENTS]; // PID of connected clients

int sendErrorMessage(int socket, int status_code)

char str[1024];
char currentTime [50];
time_t now = time (0);

struct tm data = xgmtime(&now) ;
strftime (currentTime , sizeof (currentTime) ,"%a, %d %b %Y YH:AM:%S %Z” , &data);

switch (status_code)

{

case 400: snprintf(str, sizeof(str), "HITP/1.1 400 Bad Request\r\nContent—Length:
95\r\nConnection: keep—alive\r\nContent—Type: text/html\r\nDate: %s\r\nServer:
VaibhavN /14785\ r\n\ r \n<HTMI><HEAD><TITLE>400 Bad Request </TITLE></HEAD>\n<BODY><
H1>400 Bad Rqeuest</H1>\n</BODY></HIMD>" , currentTime) ;

printf (7400 Bad Request\n”);

send (socket , str, strlen(str), 0);

break ;

case 403: snprintf(str, sizeof(str), "HITTP/1.1 403 Forbidden\r\nContent—Length:
112\r\nContent—Type: text/html\r\nConnection: keep—alive\r\nDate: %s\r\nServer:
VaibhavN /14785\ r \n\ r \n<HIME<HEAD><TITLE>403 Forbidden </TITLE></HEAD>\n<BODY><H1
>403 Forbidden </HI><br>Permission Denied\n</BODY></HIMI>” , currentTime) ;
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printf (7403 Forbidden\n”);
send (socket , str, strlen(str), 0);
break ;

case 404: snprintf(str, sizeof(str), "HITP/1.1 404 Not Found\r\nContent—Length:
91\r\nContent—Type: text/html\r\nConnection: keep—alive\r\nDate: %s\r\nServer:
VaibhavN /14785\ r\n\ r \n<HIMI><HEAD><TITLE>404 Not Found</TITLE></HEAD>\n<BODY><H1
>404 Not Found</H1>\n</BODY></HTMI>" , currentTime) ;

printf (7404 Not Found\n”);

send (socket , str, strlen(str), 0);

break ;

case 500: snprintf(str, sizeof(str), "HITTP/1.1 500 Internal Server Error\r)\
nContent—Length: 115\r\nConnection: keep—alive\r\nContent—Type: text/html\r\
nDate: %s\r\nServer: VaibhavN /14785\r\n\r\n<HIMI><HEAD><TITLE>500 Internal
Server Error </TITLE></HEAD>\n<BODY><H1>500 Internal Server Error</H1>\n</BODY></
HTMD>" |, currentTime) ;

printf(”500 Internal Server Error\n”);

send (socket , str, strlen(str), 0);

break ;

case 501: snprintf(str, sizeof(str), "HITTP/1.1 501 Not Implemented\r\nContent—
Length: 103\r\nConnection: keep—alive\r\nContent—Type: text/html\r\nDate: %s\r\
nServer: VaibhavN /14785\ r\n\ r\n<HIMI><HEAD><TITLE>404 Not Implemented </TITLE></
HEAD>\n<BODY><H1>501 Not Implemented</H1>\n</BODY></HIMD>" , currentTime) ;
printf (7501 Not Implemented\n”);

send (socket , str, strlen(str), 0);

break;

case 505: snprintf(str, sizeof(str), "HITP/1.1 505 HITP Version Not Supported\r\
nContent—Length: 125\r\nConnection: keep—alive\r\nContent—Type: text/html\r\
nDate: %s\r\nServer: VaibhavN /14785\r\n\r\n<HIMI><HEAD><TITLE>505 HTTP Version
Not Supported </TITLE></HEAD>\n<BODY><H1>505 HITP Version Not Supported </H1>\n</
BODY></HTIMI>" , currentTime) ;

printf(”505 HITTP Version Not Supported\n”);

send (socket , str, strlen(str), 0);

break ;

default: return -—1;

}

return 1;

}

charx getContentType(char xpath)

{

char sxdot = strrchr (path, ’.7); // return the address of last ’.’ found
in string

char % extension;

if (!dot || dot = path)

extension = 77,
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else
extension = dot + 1;

if (strncmp (extension , "html”, 4) = 0 || strncmp (extension, "htm”, 3) = 0)
return ”text/html” ;

else if (strncmp(extension, "txt”, 3) = 0)

return ”"text/plain”;

else if (strncmp (extension, ”jpeg”, 4) = 0 || strncmp(extension, ”jpg”, 3) = 0)
return ”image/jpeg” ;

else if (strncmp (extension, ”gif”, 3) = 0)

return ”image/gif”;

else if(strncmp(extension, ”pdf”, 3)
return ” Application /pdf”;

else

return ”application/octet —stream” ;

}
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int sendHeaderMessage(int socket, char sxhead, char xmedia, int file_size)

{

char keep_alive [] = ?\r\nConnection: keep—alive”;
char content_type [] = "\r\nContent—Type: 7;

char content_-length [] = "\r\nContent—Length: ”;

char date [] = 7\r\nDate: ”;

char server_name [] = ”"\r\nServer: VaibhavN/14785";
char new_line [] = "\r\n\r\n";

char cLength[20];
snprintf(cLength,sizeof (cLength), "%d” ,file_size); // Content Length: convert
int to string

char currentTime [50];
time_t now = time (0);

struct tm data = xgmtime(&now) ;
strftime (currentTime , sizeof (currentTime) ,"%a, %d %b %Y YH:%M:%S %Z” , &data); //

Get current time

char xheader = (charx)calloc(strlen (head) + strlen(keep-alive) + strlen (
content_type) + strlen (media) + strlen (content_length) + strlen (cLength) +
strlen (date) 4+ strlen (currentTime) + strlen (server_name) + strlen(new_line) +
20, sizeof(char));

strepy (header, head);
strcat (header, content_type);
strcat (header, media);
strcat (header, content_length);
strcat (header, cLength);
strcat (header, keep_alive);
strcat (header , date);
strcat (header, currentTime);

(

strcat (header, server_name);
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strcat (header, new_line);
int bytes_send = send(socket, header, strlen(header), 0);
free (header) ;

return bytes_send;

}

int sendFile(int socket, int fd, char xpath)

{

struct stat st;
fstat (fd, &st);
int file_size = st.st_size; // Get file size

char xmediaType = getContentType(path); // Get media type of content
int bytes_send = sendHeaderMessage (socket , "HITP/1.1 200 OK”, mediaType, file_size
)5

if (bytes_send > 0) // Header Message sent successfully

{
bytes_send = sendfile (socket, fd, NULL, file_size); // send file data

while (bytes_send < file_size) // If sent data less tham file size
{
bytes_send = sendfile (socket, fd, NULL, file_size); // Send again

printf (”\n\nSending File Again\n\n”);

if (bytes_send <= 0) // Connection break;
{
bytes_send = sendErrorMessage (socket, 500); // Unexpected server error

return bytes_send;

}
}
}

else

{

bytes_send = sendErrorMessage (socket , 500); // Unexpected server error
return bytes_send;

}
printf(” Total bytes Sent : %d\n”, bytes_send);

return bytes_send;

}

int sendDirectory(int socket , char xpath, char xdir_path)

{
DIR xdir;



186 struct dirent xentry;

187

iss  char buffer [MAXBYTES];

189

w0 dir = opendir (path); // Open directory

191

192 int bytes_send;

193

194 int contentLength = 0;

195

e if (strncmp(&dir_path [strlen (dir_path) —1], 7/”7, 1) = 0) // Removes Last
forward slash

197 strepy(&dir_path [strlen (dir_path) —1], 7\07);

198

199 if (dir != NULL)

200 {

200 [/ Calulate length of message to be send

202 while ((entry = readdir(dir)) != NULL)

203

200 if (stremp (entry—>d-name, ”.”) = 0) continue;

205 contentLength += strlen (dir_path) + 2«strlen (entry—>d_name) + 25; // Calculated
206 }

200 contentLength += 110 + strlen (dir_path);

205 closedir (dir);

209 //

”

211 dir = opendir (path);

212 bytes_send = sendHeaderMessage (socket , "HTTP/1.1 200 OK”, ”text/html”,
contentLength) ;

214 if (bytes_send > 0) // Header message sent successfully

217 saprintf(buffer ,sizeof (buffer) ,”<HIML><HEAD><TITLE>Directory Links</TITLE></HEAD><
BODY><H1>Files in the directory %s</Hl><ul>", dir_path);

219 bytes_send = send(socket, buffer, strlen(buffer), 0);

221 if (bytes_send > 0)

Zi ;{Nhilc((entry = readdir (dir)) != NULL)

::::] {if(strcmp(entry—>d_name, 7.7) = 0) continue;

jj(T bzero (buffer ,MAX BYTES) ;

j: snprintf(buffer ,sizeof (buffer), "<li><a href=\"%s/%s\">%s</a></1i>" /dir_path ,

entry —>d_name, entry—>d_name);
230
231 bytes_send = send(socket, buffer, strlen (buffer), 0); // Send files one by one

232
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if (bytes_send <= 0)
break;

}

}

else

{

bytes_send = sendErrorMessage (socket , 500);
return bytes_send;

}
bzero (buffer ,MAX BYTES) ;

// Connection is broken

// Unexpected Error

snprintf(buffer ,sizeof (buffer), ”</ul></BODY></HITMI>") ;

bytes_send = send (socket, buffer,
closedir (dir);

return bytes_send;

}

else

closedir (dir);
bytes_send = sendErrorMessage (socket , 500);
return bytes_send;

}

}

else

{

if ( errno =— EACCES)

{

perror (" Permission Denied\n”);

bytes_send = sendErrorMessage (socket , 403);
return bytes_send;

}

else

perror (7 Directory Not Found\n”);
bytes_send = sendErrorMessage (socket , 404);

return bytes_send;

}
}

}

int checkHTTPversion (char xmsg)

{

int version = —1;

if (strncmp (msg, "HTTP/1.17, 8) — 0)
{

version = 1;

}

10

//

strlen (buffer), 0);

// Close dir

// Unexpected server error

Check errno value

// Directory Not Found



256 else if (strncmp(msg, "HITP/1.0”, 8) = 0) // Server can also handle 1.0
requests in the same way as it does to handle 1.1 requests
287 {

255 version = 1; // Hence setting same version as 1.1
289 }

290 else

291 version = —1;

292

203 return version;

294 }

295

296

297 int requestType(char xmsg)

298 {

299 int type = —1;

300

301 if (strncmp (msg, "GET\0” ,4) = 0)
302 type = 1;

s03  else if (strnemp(msg, "POST\0” ,5) = 0)

304 type = 2;

305 else if (strncmp(msg, "HEAD\0” ,5) =— 0)

306 type = 3;

307 else

308 type = —1;

309

310 return type;

311 }

312

313

314 int handleGETrequest (int socket, char xmsg)

315

316 char file_path [500];

si7 char dir_path[500];

si1s bzero(dir_path ,sizeof (dir_path));

319 bzero(file_path ;sizeof(file_path));

320

321 int fd; // File descriptor

322

323 int bytes_send;

324

325 if(strlen (msg) = 0 || strncmp(msg, ”/”, 1) !=0) // Error
326 {

s27 printf(”message Error!”);

325 sendErrorMessage (socket , 400); // 400 Bad Request
329 return 1;

330 }

331

332 if (strlen (msg) = 1) // Default file open index.html

333 {
334 strepy (file_path , base_directory);
s35 streat (file_path ; 7 /index.html”);

336 }

337 else

338 {

11



ss0  strepy (file_path , base_directory); // concatenate requested file name in
base_directory

ss0  strcat (file_path , msg);

341 strepy (dir_path ; msg);

342 }

344 struct stat s;
345 if ( (stat(file-path , &s) = 0 && S_ISDIR(s.st_-mode)) ) // Given File Path is a
directory

346

sa7 printf(”Send directory links\n”);

sas bytes_send = sendDirectory (socket , file_path , dir_path); // Send directory
links

349

350 return bytes_send;

351 }

52

353 fd = open(file_path , ORDONLY) ; // Otherwise open requested file
354

355 if (fd = -1)

357 if ( errno = EACCES)
358 {

350 perror (” Permission Denied\n”);

sc0  sendErrorMessage (socket , 403); // Permission Denied
361 return 1;

362 }

363 else

364 {

s6s  perror (" File does not exist\n”);

s66  sendErrorMessage (socket , 404); // File not found
367 return 1;

368 }
369 }

370

a1 bytes_send = sendFile(socket, fd, file_path); // Send file content
372

srs close (fd); // Close file

374
375 return bytes_send;

376

377 }

378

379

380

381 void respondClient (int socket)

382 {

383

ss4  int bytes_send; // Bytes Transferred
385

sss char buffer [MAXBYTES]; // Creating buffer of 4kb for a client
387

sss bzero (buffer ;, MAXBYTES) ; // Make buffer zero
389

12



300  bytes_send = recv(socket, buffer, MAXBYTES, 0); // Receive File Name
391

302 while(bytes_send > 0)

393 {

a0 //printf("%s\n” ,buffer);

305 char smessage [3];

396

sor  if (strlen (buffer) > 0)

398 {

300 message [0] = strtok (buffer, ” \t\n”); // stores Request Method
400

101 int type = requestType(message[0]) ;

402 if (type = 1) // GET Request

403

404

105 message[1] = strtok (NULL, ” \t\n”); // stores request file path
106 message [2] = strtok (NULL, ” \t\n”); // stores HTTP version

407

ws  if (strlen (message[2]) && checkHTTPversion(message[2]) = 1)

19 bytes_send = handleGETrequest (socket , message[1l]); // Handle GET request
410

411 else

112 sendErrorMessage (socket , 505); // Incorrect HTTP version

413

414 }

s else if (type = 2) // POST Request

416 {

417 printf (”POST: Not implemented”);

418 sendErrorMessage (socket , 501);

419 }

120 else if (type = 3) // HEAD Request
421 {

422 printf (”"HEAD: Not implemented”);

123 sendErrorMessage (socket , 501);

124 }

425 else // Unknown Method Request
426 {

427 printf (”Unknown Method: Not implemented”);

125 sendErrorMessage (socket , 501);

429 }

430 }

431 else

432

433 printf ("ERROR\n" ) ;

434 sendErrorMessage (socket , 400); // 400 Bad Request

435 }

436

137 bzero(buffer , MAXBYTES) ;

135 bytes_send = recv (socket, buffer, sizeof(buffer), 0); // Recieve Next Request
from Cliemt

439

440 }

441

442 if ( bytes_send < 0)

13



443 {

112 perror (”Error in receiving from client.\n");
445 }
w6 else if (bytes_send = 0)

447 {

s printf(” Client disconnected!\n”);

449 }

450

151 close(socket); // Close socket
452

453 return ;

454 }

157 int findAvailableChild (int 1)
459 int j = 1i;

460 pid_t ret_pid;

461 int child_state;

462

463 do

464 {

465 if (client PID[j] = 0)
466 return j;

467 else

468 {
469 ret_pid = waitpid(client_PID[j], &child_state , WNOHANG) ; // Finds status change

of pid
470
471 if (ret_pid = client_PID[j]) // Child exited
472
473 client _PID[j] = 0;
474 return j;
475 }
a6 else if(ret-pid = 0) // Child is still running
AT7 {
478 ;
479 }
480 else
481 perror (" Error in waitpid call\n”);

482 }

w3 ) = (j+1)%MAX_CLIENTS;
ase }

485 while (j = 1);

486

487 return —1;

88}

489

490

191 int main(int arge, char xargv[])

492 {

193 int newSocket, client_len;

494

495 struct sockaddr_in server_addr , client_addr;

14
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520

base_directory = (charx)malloc(45xsizeof (char));

char xtemp_directory;

strcpy (base_directory , ”webfiles”); // Need to be changed accordingly

bzero (client _PID , MAX CLIENTS) ;

// Fetching Arguments

int params = 1;

for (; params < argc; params++)

{

if (stremp (argv [params],

{

params—+-;

if (params < argc)

{
port = atoi(argv|[params]) ;
continue ;

}

else

{

printf (”Wrong Arguments! Usage: %s [—p PortNumber] [—b BaseDirectory|\n

?

exit (1) ;
}
}

else if (strcmp(argv[params]|, "—b”) = 0)

{

params--+;

if (params < argc)

{

struct stat s;

if ( !(stat(argv|[params], &s) = 0 && S_ISDIR(s.st_mode)))

printf(”Error: No such directory exist!\n”);

exit (1);

}

temp_directory = argv[params];

int k = strlen(temp_directory) — 1;

if (strncmp(&temp_directory [k],

char stemp = (charx*)realloc(base_directory ,

base_directory = temp;

strecpy (base_directory , temp_directory);

)

strepy (&temp_directory [k], 7\07);

”

, argv [0])

// Removing / from the last

sizeof (char)sstrlen (temp_directory));
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continue ;

}

else

{

printf (”Wrong Arguments! Usage: %s [—p PortNumber| [-b BaseDirectory]\n”, argv[0])
et (1) 5

}

}

else

{

printf (”Wrong Arguments! Usage: %s [—p PortNumber| [—b BaseDirectory|\n”, argv[0])

)

exit (1);
}
}

printf(” Setting Server Port : %d and Base Directory: %s\n”, port, base_directory);

// Creating socket

socketld = socket (AFINET, SOCKSTREAM, 0);

if ( socketld < 0)

{

perror ("Error in Creating Socket.\n”);
exit (1);

}

int reuse =1;

if (setsockopt(socketld, SOLSOCKET, SOREUSEADDR, (const charx*)&reuse, sizeof (
reuse)) < 0)

perror (7 setsockopt (SOREUSEPORT) failed”);

/!

// Binding socket with given port number and server is set to connect with any ip
address

bzero ((char*)&server_addr , sizeof(server_addr));
server_addr.sin_family = AF_INET;
server_addr.sin_port = htons(port);
server_addr.sin_addr.s_addr = INADDR_ANY;

if ( bind(socketId, (struct sockaddrx)&server_addr, sizeof(server_addr)) < 0 )

{

perror (”Binding Error : Port may not be free. Try Using diffrent port number.\n”);
exit (1);

16
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}

printf(”Binding successful on port: %d\n” ,port);

//

// Listening for connections and accept upto MAX CLIENTS in queue

int status = listen (socketId , MAX CLIENTS) ;

if (status < 0 )

{

perror (”Error in Listening !\n”);
exit (1);
}

//

// Infinite Loop for accepting connections

int i=0;
int ret;

while (1)

printf(” Listening for a client to connect!\n”);

bzero ((char*)&client_addr , sizeof(client_addr)); // Clears struct
client_addr

client_len = sizeof(client_addr);

newSocket = accept (socketId, (struct sockaddrx)&client_addr, &client_len); //
Accepts connection

if (newSocket < 0)

{

fprintf(stderr, ?Error in Accepting connection !\n”);

exit (1);

}

// Getting IP address and port number of client

struct sockaddr_inx client_pt = (struct sockaddr_inx*)&client_addr;
struct in_addr ip_addr = client_pt—>sin_addr;
char str [INET_ADDRSTRLEN]; // INET_ADDRSTRLEN: Deafult ip

address size
inet_ntop ( AFINET, &ip_-addr, str, INET_ADDRSTRLEN ) ;

printf(”New Client connected with port no.: %d and ip address: %s \n” ,ntohs(
client_addr.sin_port), str);
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//

// Forks new client

i = findAvailableChild (i);

if (i>= 0 & i < MAX_CLIENTS)

{

ret = fork();

if (ret = 0) // Create child process

respondClient (newSocket ) ;
printf(” Child %d closed\n”, i);

exit (0); // Child exits

else

{

printf(” \nChild %d Created with PID = %d\n

\n”, i,ret);
client_PID[i] = ret;

}
}

else

{

i = 0;

close (newSocket) ;

printf(”No more Client can connect!\n”);

}

// And goes back to listen again for another client

close (socketId); // Close socket
return 0;

}

Listing 1: Concurrent HTTP Server

PS: The code really looks better than this in sublime text editor on full screen.
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